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This template may be used as a recording tool in conjunction with the Protocol for

Managing a Data Breach

Name of the person notifying the
breach

Contact details of the person
notifying the breach

Date on which the breach was
discovered

Date on which the breach was
notified

Breach

Response

Summary of the event and
circumstances in which it occurred

When, What, Who?

Type and amount of personal data
involved

Nature of documents. What sensitive information did they
contain?

Amount of data subjects likely to be
affected by the data breach

Have the Data Controller and Data
Protection Lead been informed?

Who and when?

Is breach ongoing?
If so, isimmediate further action
required?

Was this an isolated incident?
Has data been retrieved or destroyed?
Do other parties need to be informed/involved?

Assessment of data breach by Data

Controller or Data Protection Lead or Data Protection
Officer

Date of Assessment

Type of data breach

Loss of confidentiality (data disclosure/unauthorised access) [7
Loss of integrity (data alteration) [7

Loss of availability (data loss or inaccessibility) [7

Actions taken before reporting

Follow-up actions required/
recommended

Is breach likely to result in a risk to
individual rights or freedoms?

Yes/No. Why?

Notification requirement (within
72 hours of discovery)

Reportable to DPC: Yes [7 No [7
Notification to the Data Subjects: Yes [7 No [7

If notified to data subject what
was the notification comprising
of?

What lessons have been learnt to
prevent a recurrence?

What specific actions have been
taken?





