Appendix K : Protocol for Managing a Data Breach
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GP or support staff become
aware of a data breach or
security breach or that a data

72 hour clock starts the moment a breach is
discovered/ suspected. All subsequent
activities to be completed in 72 hours.

Inform the lead for
Data Protection or

the Data Protection
Officer for the GP

Practice at the

breach is suspected

Is the breach likely to result in
a risk to the rights and
freedoms of a patient or
employees

Yes

0—'@

earliest

Assess the data breach and seek necessary
assistance from IT experts or data protection
experts if necessary

No ——

No requirement to notify
Data Protection Commission
or patients or employees

Notify the Data Protection
Commission by clicking here.

Notify the patients and employees whose data is involved in
the data reach or is affected by the data breach

v

Complete the data breach report form and keep it on
records. Maintain a log of when the breach occurred.





